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VMWare & Celeros SANs

This document provides an overall understanding of how Storage Area Networks function and should
help the reader make an informed decision concerning their implementation. This white paper contains
functional information on Celeros XL Series SANs (Storage Area Networks), an introduction to their
features and functionality, and use with VMWare ESX, GSX, and Windows 2003 server.

In today’s growing organizations, it seems as if everyone is being asked to do more with less staff, less
training, and less time to get the job done. This is especially true in the world of information
technology (IT). From the helpdesk staff member to the executive director, everyone feels the pinch.
As a result, we are being forced to find, and sometimes create, out of the box solutions for problems
on a daily basis.

With the increased amount of information and data becoming necessary for an organization to
function, the importance of possessing a stable storage environment is critical. The costs of
unscheduled downtime can run into tens of thousands of dollars per hour. Finding and matching
technologies that best use capital and other limited resources is not always an easy task. Many IT
departments have responded to growth by adding servers and storage systems dedicated to specific
applications, business functions, and customers. SANs have emerged as the best solution for advanced
storage requirements. SANs have been found to minimize some problems faced by IT staff and provide
a more manageable, scalable and efficient method of storing, archiving, and replicating information
and provide advanced functionality, as well as positive Return on Investment (ROI) vs. a Direct
Attached Storage (DAS) environment.

There are an increasing number of SAN technologies on the market. However, all are not created
equal. To realize the positive benefits of SAN deployment, the choice of vendor and SAN
implementation partner is as critical as the SAN equipment itself. Centralized, efficient management,
intelligent SAN services, a truly robust and flexible platform, and 365 x 24 x 7 service and support are
requisites for next-generation SAN technology. The optimal SAN solution should have a robust, high
performance architecture that creates new opportunities and alternatives while protecting resource
investments from unexpected turns in the economic environment and changes in market adoption of
new technology.

After reviewing many SAN solutions on the market, we selected the Celeros XL series line for its
advanced features, good performance, onsite warranty, and attractive price. Utilizing the Celeros
iSCSI (Internet Small Computer System Interface)SAN platform and VMWare ESX and GSX server, we
tested various configurations with the Celeros XL series SAN including creating, expanding, and deleting
volumes using both Qlogic iSCSI HBAs (Host Bus Adapters) and typical gig-e network cards using VMWare
ESX, GSX, and Windows 2003 R2 server. Testing scenarios also included successfully remote booting
VMWare ESX and 2003 server from the Celeros SAN. Finally, we devised and built a flexible, cost
effective, and highly scalable application and storage environment that was the perfect solution for our
IT needs.

Organizations require effective ways to store and maintain growing quantities of data. Today’s
technology offers three basic storage options: Direct Attached Storage (DAS), Network Attached
Storage (NAS) and Storage Area Networks (SANs).
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Direct Attached Storage (DAS)

In its simplest form, DAS consists of a disk drive, or multiple disk drives, attached directly to a server.
Data is typically transferred using Small Computer System Interface (SCSI), Intelligent Drive Electronics
(IDE), or SATA commands. DAS is very easy to implement, but there are a number of limitations to the
DAS approach including high cost of management, distance limitations and limited scalability. In
particular, in order to increase storage capacity, an organization must purchase more servers with
more drives. DAS is a local drive technology, designed to be attached within a few inches or feet of the
server. These are some limitations have driven the need for network storage.

Network Attached Storage (NAS)

NAS is file-based storage architecture with resources attached directly to the LAN. Storage traffic is
transmitted through files, the most common means of transferring data over LANs. Since it uses
Ethernet technology, NAS resources can be managed by existing IT staff with minimal training in
storage management, which may reduce IT costs. Another benefit of NAS is flexibility, since the
storage unit(s) can easily be attached to the network. However, this is not a highly scalable option,
since storage access is dependent on general network traffic. Increased network traffic may seriously
decrease the performance of the LAN, and slow storage access can affect application performance.

Other shortcoming of NAS technologies includes limited support for various name spaces and
impractical methods in which they import, export, and sync’s authentication information with your
directory service platform. Our testing of a common NAS device on the market does not sync in real-
time with our directory service database. It merely imports the list of user and group at some periodic
interval that even their tech support staff could not answer. This makes timely file access permission
modification impossible for new accounts.

Storage Area Networks (SANs)

SAN is a storage network that provides shared access to storage by multiple computers and servers
(Jepsen, 2003). It typically uses an isolated dedicated network that connects servers to storage devices
and transports storage traffic without burdening the enterprise LAN. Several factors such as scalability,
superior protection for critical business information, and the ability to flexibly manage the available
storage space are attractive features. In the absence of storage management tools, servers that host
highly demanding 10 applications often become overloaded while others remain relatively idle. SANs
manage storage strategies can help balance data demands across servers and control storage costs.
Growing storage demands can be met by simply reallocating existing storage or by installing more
storage and network resources. The centralized data management provided by SANs can also help avoid
redundant copies of identical data that consume disk space and can cause reconciliation problems.

The evolution of SANs has progressed to the point where many organizations can evaluate their role in
their future storage needs. According to a report from Gartner Dataquest, the market for SAN-attached
external storage in 2005 will exceed $22 billion, representing almost three million terabytes of data.
The figure below includes all storage-related revenue (disk, software, services, networking equipment,
etc.) and illustrates the increasing transition from DAS to SAN storage.
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As small IT organizations feel this pressure, they look towards finding more efficient methods of serving
their customers by keeping costs down, while keeping servers/services up and running. Some of the

problems experienced were:

Difficult management of storage at multiple locations. The ‘islands of storage’ approach makes
it difficult for applications running on separate systems to share space.

Loss of productivity when powering down to add new storage devices.

Time restraints of scheduled backups for multiple systems.

Inefficient levels of storage. For example one processor may run out of storage while another
processor may have unused storage space that cannot be made available to the processor that

requires it.

Confusion over the various storage technology alternatives, including Fiber Channel, Internet
Small Computer Systems Interface (iSCSI), Fiber Channel over IP (FCIP), and Infiniband

The move away from DAS onto an iSCSI
storage area network SAN device was
imminent. DAS is regarded as the most
straight forward method of delivering
storage capacity to a server. The storage
input/output (1/0) subsystem is directly
attached to the server either internally
via ribbon cables or externally via
external SCSI cables and an external
storage array. Using this scheme, only
one server may access the storage
subsystem. In comparison, the SAN
removes the storage 1/0 subsystem from
the server and places it an external array
where one or more servers can access the
storage.

While DAS storage is a time-tested

SAN

Switch

Lervers

traditional method of creating storage, it does add considerable costs to a new server installation.
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There are also limitations on what tasks can be done on the server and is regarded an inefficient model
due to how much of the storage space actually gets used during the server’s life. Working with these
restrictions were becoming costly and time consuming, hence our decision to move to a SAN
environment. Finding a suitable product was a time consuming process. Based on our research we
narrowed our search to iSCSI devices because they best matched our business requirements, allocated
budget, and I/0 requirements.

Some of the vendors we considered were Promise, NEXTSAN, and EqualLogic, and Celeros. Celeros
offered the best combination of features, performance, service, and support. We found the Celeros XL
series SAN very easy to use. The web interface was straight forward and clear. The features are
organized via logical tabs across the top of the screen. After clicking through the tabs and becoming
familiar with the web interface, we found ourselves creating volumes and attaching them to targets
within minutes.

Some attractive features offered by the Celeros XL series SAN include:

Dynamic volume expansion. Celeros XL23, allowed us to allocate the amount of space needed
by a server at the specific time and as the server required additional storage. It dynamically
expanded the SAN target volume and the server’s logical volume without ANY downtime.

Variable bandwidth SAN to SAN replication. The SAN to SAN replication feature of the Celeros
XL23 allowed us to modify our disaster recovery (DR) and business continuity (BC) plans.
Previous to the SAN, we were creating weekly server images to external drives and used host
based mirroring tools such as ‘robocopy’, Taskmaster, and double-take to sync data from one
system to another. The SAN to SAN replication feature allowed us to revamp this process and
reduce hardware and licensing costs.

Creation of multiple snapshots per volume. The volume snhapshot feature was an attractive
alternative to tape restores but also allowed us to greatly expand our backup window. Unlike
other divisions within the campus that have the luxury of an entire weekend to conduct full
backups, as a 24x7 operation there is a very limited backup window. The Celeros snapshot
feature allowed us to take snapshot our servers: directly mount the snapshot on the backup
server; and backup the volumes during normal production times.

These features are generally found on much more expensive iSCSI SANs solutions.

As with many small to mid-sized IT departments, we had a number of servers that did not require large
amounts of disk space, memory, or high-end CPU’s. Utility based servers, patch management servers,
remote access workstations, and small database servers were just a few areas in which we believed
server virtualization made sense. From the management perspective the use of virtualization has many
benefits such as the possibility to dynamically change the size of a virtual volume; move storage
capacity from one volume to another or install new physical devices without disrupting system
operations. This may be performed by a software component such as Volume Manager, or a hardware
component such as a RAID controller.

To create a virtualized environment we purchased a copy of GSX server, 2003 standard edition, a dual
processor IBM xSeries 336 server, 4 GB of RAM and a small DAS RAID array to begin our move to
virtualization. Using various tools, we either migrated or recreated many of our low powered physical
hardware to virtual servers. All works well. We were able to reduce the amount of hardware or metal
in the server room which also equated to less power consumption, cooling, rack space, and
miscellaneous items such as keyboard video mouse (KVM) switches and server monitors. We found that
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our utility servers ran faster due to shared faster hardware. The implementation was seamless and our
users were clueless to any backend operations.

One advantage of server virtualization is the ability to create ‘template’ servers that can be used to
quickly create new guest operating system (0S’s). Within 30 minutes, we were able bring up a new
2003 server with just a SID, IP, nhame change, and license purchase compared to the initial process that
took 2-3 weeks to purchase new hardware, unboxed, configure, manually install the OS, patch, etc. We
were able to run utilities such as PowerQuest’s V2i or Symantec’s Live State Recovery on a GSX host OS
and create a disaster recovery(DR) or business continuity (BC) image of all guest OS’. These guest OS’
could then be transported via SAN replication or USB drive transportation to our DR site and launched
on another GSX server.

While all worked well, it was discovered that the maintenance cycles of the host and guest systems
quickly synchronized and host patch management effect not only the host OS, but also the guest OS’.
Other disadvantages also included memory allocation via GSX, and disk 1/0 from one guest OS affected
others. However, from our perspective the pros of virtualization far outweighed the cons.

These shortcomings can be regarded as small and manageable for some static organizations. Further
investigations showed that ESX does not suffer some of the problems encountered with GSX. ESX
allocates memory to its guest OS’ differently than GSX and does not require as much system
maintenance. Together with ESX 3.00 support for iSCSI, we began experimenting with ESX with plans
to move away from GSX and fully onto ESX. When this was done, we needed to find a way of
reproducing the same DR/BC functionality as we had with GSX.

Using Celeros’ volume snapshot feature a “volume snapshot” can be either manually created via the
browser based SAN management console or scheduled to “snap” automatically. The advantage of SAN
based snapshots is that they are independent of the OS. Not only can the data volumes be snapped,
but the entire server can be snapped and backed up to tape for BC purposes or replicated off-site.

Disaster recovery (DR) and business continuity (BC) are not new problems for IT organizations. Well
managed shops have had well tested, well documented DR and BC plans for many years. SANs and
server virtualization have only enhanced and added to the methods in which IT shops can protect its
valuable systems and data. Such methods include both asynchronous and synchronous data replication
solutions. The advantages to iSCSI SANs from vendors such as Celeros is that they can replicate data to
a backup SAN via the existing gig-e network without the need to add any additional infrastructure. The
Celeros XL23 SAN offers two Gig-E ports that can be split, one for a dedicated iSCSI fabric, and one
dedicated to data replication. Using this methodology, one can maintain the high speed transfer rate
that Gig-E offers (1000 Megabit / second = 125 Megabyte per second transfer rates) while delivering a
near real-time off-site DR / BC copy of your entire environment via slower network links.

A disaster does not need to be as large as 9/11 or Katrina for your environment to suffer. It can be as
small as a localized power outage, a network disruption or a failed system component. One of the
things we found comforting about the Celeros XL series SANs is the ability to create a multi-path iSCSI
SAN environment using 2003 server. Currently VMWare ESX does not support active-active multi-
pathing and iSCSI. With each port of the XL23 connected to a separate gig-e switch, we were able to
build a totally redundant iSCSI fabric. One ‘glitch’ with this configuration was that we needed to
purchase a dedicated Qlogic controller. The Microsoft iSCSI initiator, v2.0.2, will only allow you to
select a single target IP address when using iSCSI software emulation and as such, you can only connect
to the SAN from one channel. Only with hardware HBA such as a Qlogic 4052 were we able to create
redundant paths to our SAN. This configuration allowed for full path fault tolerance and gave us a 2
Gigabit connection to our SAN.
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Multi-path Configuration

Performance was good. We used bench32 v.2.3.4. from ATTO technology to conduct basic performance
tests. When experimenting with different configurations, we found bench32 a good, quick tool. Seen
below are test results from the multi-path environment above.

& Untitled - ATTO Disk Benchmark !EII!I
Fh Wiew  Help
o= S(R+ 2]
Dirva: [=] - [¥ Direct 101
TirslerSige [ 05 =|la[i0240 =] kb E Jlifemﬁmarﬁ;
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Nl — Aaad w— Wite  Fead
os facr B )
1.0 4602 13405
20 EEL3 15700
4.0 16505 39427
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1280 - 29598 115555
2560 f— 136340 110100
azd - 129ms 1077
1024.0 115525 104657
O 30 40 B0 ED 100 g0 140 160 1RD AW
Transfe Raie - M8 7 Sec
For Hel, prass Fi ==k =

Basic Performance Tests via Bench32
V2.3.4 from ATTO Technologies.

We purchased two identical XL23 SANs, both with 12 750 GB drives, dual dual-core 1.6 GHZ CPU’s, dual
gig-e network cards, and 1 GB of cache memory on the RAID controller. The SAN was configured with
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RAID 6 and two hot spare disks. With 12 drives to work with, we ended up with 5.6 TB of usable
storage. See table 1 below

12 Drives total x 750 GB per drive 9 TB total
2 Drives set aside as hot spares -1.57TB
10 Drives remaining, RAID 6 created 5.6 TB RAID Array

Table 1: SAN RAID Array Configuration

There are 4 basic steps required to carve out SAN space, assign it to a LUN and deliver it to your target
server. These steps are shown below.

3 [ maintenance | status | RAID | FC | help
[server [ network [ administrator | hardware | ~ (replication]

x’.(: ﬂﬁEHP —
4 enos (Function: | Units Assigned [7)

@ celeros 2L Series Unit Size (GB)

E-Svallyes Unit S0 5587.93

.2
[ @ targets
= CHAP users

(Function: | iSCSI volume Manager [7)

Lugical ¥olume Size (GB)

tgv000 R soooo B3

tgv001 2.00

Reserved for snapshots 500.00

Reserved for replication 0113

Reserved for swap 4,00

Reserved for system 1.00

Free 4580.75

Action: n
[T use replication

I
J4

4580.75

o
DD add; [250] GB
0.00 GB for replication

(Function: | Number of Snapshots

Number of snapshots: |0 -

logout

Step 1 (see figure above) is to create a target volume on the SAN. The figure shows a 250GB target
volume.
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( )Y maintenance | status | RAID[FG | help )
(server](network [ administrator ) hardware J{ ¢ [ replication)
B
7 (Funetion: | Target volume Manager [7)
{Celero
& J Volume Size (GB)  LUN: RO Action;
B celeros XL Series tgvD02 250,00 o = C [:
=@ yolumes
@ vgo
£ targets
4 targetd (Function: | CHAP User Target Access [?)
o [EEE
E-Q CHAP users ¥ Enable CHAP user aceess authentication
‘Esx D EFASSANS
(Funetion: | Target IP access 2
Deny access:
Allow access:
(Function: | Target Rename ?)
New name: rargetl
(Function: | Target Remove IB)
v lagaut =

Step 2 (see figure above) is to create a target disk with either Challenge Handshake Authentication
Protocol (CHAP) access or IP restrictions. You should use either CHAP access or IP restrictions to limit
what servers can see which logical unit number (LUNS).

(i T Imaintenancex status I RAID | FC I help J
server |(network | administrator | hardware [ - Ireplication |
P rget: target:
{Celero
& i) (Function: | Target Volume Manager B
@ celeros L Series VYolume Size (GB) LUN:
= @ volumes E
Lm0 tgvooz  zsoo0 o =
2 & targets
ol target
] =roo |
©-@) CHAP users (Function: | CHAP User Target Access 3]
W Ensble CHAP user access authentication
esx D BFASSANS
[Function: | Target IP access [2)
Deny access:
Allow access:
(Function: [ Target Rename 7
MNew name: targetl
(Function: | Target Remove [7)
v logout
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Step 3 (see figure above) is to attach the target volume (250GB volume created in step 1) to the target
disk, step 2. You can allow the target full read/write (RW) access to the target volume or Read-only
access depending on how you plan on using it.

devices for that

Targets

iSCSI Initiator Prop x|
General| Discavey  Targets | Pesistent Targete | Bound Vohmes/Devices | I Target name:

Select a target and click Log On to access the storage devices for that
target. Click details to see informalion about the sessions, connections and

t target

Log On to Target

| target1

[V automatically testore this connection when the system books
™ Enable multi-path
N Orly sslect this option if ISCSI multi-path software is already installed

Name.

targetd
taiget-mirtor
targett

Details

[ status N your computer,
Comnected
Comected advanced. = —
Inactive

Advanced Settings 7] x|

General | 1Psec |

- Connect by using

Local adapter: | MicrosoftiSC3| Iritator

SowcelP:  [192168.0 100
| ogon. | mefesn |

Lo Lo L

Target Fortal ITSZ.TEB.U 120/ 3260

0K

™ Datadigest ™ Header digest

|'EF\E / Checksum

| concel | o |

i~ I¥ CHAP logon information

CHAF helps ensure data security by providing authentication between
2 target and an infiator ying to sstablish & connection. To use it
specily the same target CHAP secre thal was configured on the target
Tor this iniiator

Username,  [BFASSANS

Target secret: |.............

I™ Perform mutual authentication

To use mutual CHAP specify an initiator secret on the Initiator Settings
page and configure that secret on the target.

ok | Cameel | sl

Finally, step 4 (see figure above) is to attach the target volume created in step 3 to your server or
workstation. This is dependant on the host OS you are using. In this example, the 250 GB volume
(target 1) is connected to a MS 2003 server using MS iSCSI initiator. Press OK in the lower right window
to connect to target1.
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L Computer Management 9 [=] B3 I

=) Fle  Action  View Window Help

[ISETES]

IR

=

(= Computer Management {Lacal)
-y System Tools
Event Viewer
Shared Folders
% Local Ussrs and Groups
Perfarmance Logs and Alert:
Device Manager
rage
Removable Storage
Disk Defragmenter

Disk Maniagemenit

valume [ tayour [ Tpe [ File System | status [ capacity [ Free Space | % Free | Fault Tolerance | overhead
=) Partition Basic MTFS Healthy (System) 136.73GB D4.43GB  61% Mo 0%
SIEFASIANS TARGETO (F:) Partiion Basic NTF3 Healthy 493,57 GE 4SRTLGE 90% Mo 0%
icw volume (€:) Partition Basic MTFS Healthy 249.85G8 249.78GE 99% Mo 0%
Siews volume (1:) Partition Basic NTFS Healthy 19868 1L97GB 9% Mo 0%

88 Services and Applications

EPDisk 0
sic (=]
136.73 GB 136,73 GB NTF3
Onling Heakhy (System)
EPDisk 1 |
Basic BFASSANS-TARGETO (F:)
499,57 GB 499,67 GE NTFS
Online Healthy
ZPDisk 2
Biasic New Yolume (I3
1,58 GB 1,98 GE NTFS
Orline Heslthy
PDisk 3
Basic New ¥olume (E:)
249,85 GB 249,85 GE NTFS
Onling Healthry
“Hco-romMo
DVD (Di)
o Media

4] | |

W Unallocated I

Primary partition
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After connecting to target1, the Disk Management tool was used to initialize and format the 250GB E:
drive.

That’s it. Now you have a 250 GB volume on our 2003 server. To illustrate how to dynamically expand
a volume, we again used a Microsoft 2003 server. The 250GB volume was expanded by 100GB to 350GB
using the Celeros web management console.

[ Imaintenancex status I RAID | FC 1 help J
server ) network | administrator | hardware Z replication |
[server)( X ) E Jrep )

| Funetion: | Units Assigned 7 =
¢
";Cejﬁfﬂf Unit 50 557,93

@ celeros ¥L Series

= & volumes - -

T o mm (Function: | iSCS1 volume Manager 7

# & targets . .

@) CHAP users Logical Yolume Size (GB)
tgv000 R so0.00 B3
tgvo01 200 B3
tgv002 35000 63
Reserved for snapshots 500.00
Reserved for replication & 0.13
Reserved for swap 4.00 O
Reserved for system 1.00
Free 423075
Action: new iscsi volume =
™ use replication
1
]

a 4230.75
T4 (5 add: Jo.o0 GB
-‘—-] 0.00 GB for replication
(Function: | Number of Snapshots [7)
Number of snapshots: |2 =

v logout

As soon as this one step was completed, the disk management utility on 2003 server saw the additional
100GB of space.
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Etomputer Management =] 3
EJ, File  Action Wew ‘Window Help ;IEIJ
@ 2 X & & o =
EJJ anputer Management (Local) Wolume ‘ Layout | Type ‘ File System | Skatus | Capaciky Free Space ‘ % Free
= _% System Tools S icn Partition Basic NTFS Healthy (System)  136.73GE  54.43 GB Bl %
-] Event Viewer EMBFASSANS-TARGETO {F:) Partition Basic NTFS Healthy 49967 GE 453.71GE 90%
+] 5 Shared Folders EIMew Vaolume (E:) Partition Basic NTFS Healthy 249,85 GE 249.78GE 99%:
+|-#&§ Local Users and Groups EInew volume (1) Partition Basic MTFS Healthy 1.98 GB 1.97 GB 99 %
+ @ Performance Logs and Alert:
L%J)- Device Manager
=5 storage
#-f=i Removable Storage
3 Fragmenter
D gement A | | L
+ _,S‘:R Services and Applications -
ZPDisk 0 I —
Eiasic {C:)
136,73 GB 136,73 GB MTFS
online Healthy (System)
“dpisk 1 .
Basic BFASSANS-TARGETO (F:)
499.87 GB 499,87 GB NTFS
Online Healthy
ZPDisk 2 . _
Basic New Yolume (L)
1.9_8 GE 1,98 GE NTFS
Onling Healthy
ZPDisk 3 I
Biasic New Yolume (E:)
349_-3? GE 249,85 GB NTFS 100.02 GB —
oriline Healthy Unallocated
=CD-ROM 0
DYD (D)

B Unalocated [l Primary partition

TECH NOTE

At this point one can elect to do either. Create a new volume from the 100 GB of space or extend the

250GB volume to 350GB. To extend the volume, there are 3 steps that need to be completed.

Step 1 is to open a command prompt (cmd) and type diskpart. This command will launch the diskpart
utility and give you a DISKPART> prompt. At the prompt, type list volume. This will display all

volumes in the system as seen below.

=

WWINDOWS' sysbem32hcmd.exe - diskpart

=
=

=

=
=

=

Next, select the volume that you wish to expand, in this case volume 4. You select the volume by
typing the select volume 4 at the DISKPART> prompt.
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DISKPART

DISK

DISKPART

Vo lume
Uo lume
Uolume
Uolume
Uolume
Uolume

DISKPART
Uo lume

DISKPART

4 is

— Move the focus

> list volumes

— Prints out a list
— Prints out a list
— Prints out a list

> list volume
#ftk Lty Label

BFASSANS-T
New Uolume
Hew Uolume

> select volume 4

>

to an ohject.

Microsoft DiskPart version 5.2.3798.18380

of disks.
of partitions on the cur
volumes .

ent disk.

Status

DUD-ROM

Partition
1] Partition
Partition
Partition

Healthy
Healthy
Healthy
Healthy
Healthy

137 GB
588 GB
2832 MB
258 GB

the selected volume.

Finally, type: extend to extend the volume.

f‘ File:

— Prints out a
— Prints out a
— Prints out a

UOLUME

5.2.3790.1838
list
list
list

of disks.
of partitions on the current disk.
volumes .

DISKPART> list volume

Uolume

Uolume
Uolume
Uo lume
Uo lume
Uo Tume

Label Type
DUD-ROM
Partition
Partition
Partition
Partition

Healthy
Healthy
Healthy
Healthy
Healthy

B
137 GB
588 GB

2@32 MB
258 GB

NIFS System
NIFS

NTFS
NTFS

BFASSANS-TA
Mew Uolume
Mew Uolume

DISKPART> select volume 4

Uolume 4 is

DISKPART> extend

the selected volume.

DiskPart successfully extended the volume.

% Device Manager
g Storage

]

B8 Disk Defragmenter

ﬂ Performance Logs and Alert:

Removable Storage

|

Disk Management

DISKPART >
Action  Wiew  MWindow  Help |_!_‘- 2 L‘il
= |
| &2 o | s |
Computer Management (Local) “olume: | Layout [T pel File System | Status | Capacit: [ Free space [ % Free | Fauk Tolerance [ overts
= R{a}] Partition Basic MTFS Healthy (System) 136.73GE  &4.43 GB 61 % Mo 0%
SIBFASSANS-TARGETO (Fi) Partition Basic  MTFS Healthy 499,87 GB 453,71 GE 90 % Mo 0%
5 EInew valume (E1) Partition  Basic  MTFS Healthy 349.87 GB 349.80GE 99 % Mo 0%
& Local Users and Groups Edpew Yolume (13 Partition  Basic MTFS Healthy: 1.98GE 197 GB 99% Mo 0%
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VMWare GSX server and VMWare server run on top of a host operating system. As a result, whatever
the host can access in terms of storage is available to GSX. In our testing, we configured 3 virtual
servers using GSX server and placed them on the Celeros SAN. Performance was good and everything
worked as we wanted. As stated above, we were able to use Live State Recovery and create a host OS
disk image that included the 3 guests OS’.
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ESX server 3.00 and 3.01 supports iSCSI. One of the server administrators wanted to expand his
knowledge of virtualization products by experimenting with ESX. | thought he could bring up ESX with
the 4010c and | would work with ESX’s software emulation support for iSCSI. (ESX 3.01 fully supports
the Qlogic 4010c and recently began supporting Qlogic 4050 and 4052 HBA.) Both server builds were
done at the same time. About an hour later, there a knock on my office door and | faced with a smiling
server admin. His ESX box was up, and he could see the SAN. He enquired about mine server build. |
muttered a few choice words about ESX and setting up iSCSI software emulation, and then got back to
work. After a couple more hours, | finally got ESX to see the SAN. Yes, you can connect to an iSCSI
SAN via ESX and off-the-shelf gig-e network cards, but we found it much easier to use the Qlogic HBA
controllers. | will admit though that I’m not one to read the manuals or attend training sessions. |
imagine if | had, things would have gone much smoother.

After my initial issues with connectivity, all went smooth and performance was quite good. Below
illustrates my final network configuration using ESX and iSCSI software emulation.
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ESX 3.01 and iSCSI software emulation

SAN testing with ESX went smoothly. We didn’t experience a single issue with the Celeros SAN and ESX.
The only issue focused on our inexperience with ESX but after having to search online for some
answers, | was able to get everything working. | created two target volumes, a 32 GB and a 35 GB on
the SAN and presented them to ESX. See below
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Two target volumes on a
Celeros XL23 presented to ESX 3.01

We thought we’d try utilizing some of the advanced features of the SAN and create and expand a
volume. We created a 15 GB volume on the SAN and presented it to ESX as seen below.
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15 GB Target Volume Create - Preparing For Volume Expansion Test

Next, we created a Microsoft 2003 server on this volume and set the C drive to the full 15 GB. We
booted the Microsoft 2003 server and verified proper operation. Upon shutdown, | expanded the 15 GB
volume to a total of 65 GB using the SAN configuration utility. Next, we connected to the ESX console
and began the volume extension process. This involved right clicking on the 15 GB target volume and
selecting properties as seen below.
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Using the wizard, we were able to property extend the volume to 65 GB. See below.
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15GB Volume Expanded to 65GB

Snapshotting was also as easy process. We conducted a manual snapshot of one of the ESX server
volumes then added it to a target volume on another ESX server. This process did need to go into the
advanced settings on ESX and enable logical volume manager (LVM) resignature to see my snapped
volume. We were successfully able to mount the snapped volume created on ESX server 1 and 2.

Booting from the Celeros XL23 was a straight forward process. We created a target volume on the
Celeros SAN, presented it to the IP address of the Qlogic controller and properly configured CHAP
access. Again, the Qlogic controller had to be used due to the onboard BIOS on the Qlogic card. To
test this functionality, we downloaded the proper Qlogic drivers from glogic.com and began the
Microsoft 2003 server installation. When prompted for additional boot device drivers, | depressed the
F6 key and popped my floppy in the drive. The Microsoft 2003 server saw my 4010c driver and
proceeded to present my 50 GB volume to the OS. The rest of the server installation was done in a
text book fashion. Feeling great about how easy it was to get Microsoft 2003 server to boot from the
SAN, we proceeded to test ESX SAN booting. We were not disappointed. The test server booted from
my ESX 3.01 evaluation CD, saw the 4010c card, loaded the driver, and continued with the installation.

Booting either Microsoft 2003 server or ESX off a SAN does offer additional advantages vs. local DAS
booting. In theory, you can change your server’s hardware vendor, transfer your Qlogic HBA to the new
hardware, and mount and boot the OS. Yes, you will need to update some hardware drivers, but at
least your RAID controller (glogic card) should be able to boot your OS enough so you can update. The
disadvantages are that you need at least one iSCSI HBA with onboard BIOS and not every OS you wish to
run may support SAN booting.

Many people that I’ve communicated with who boot their servers (ESX, Microsoft 2003 server, etc)
environment from DAS vs. SAN seem to prefer DAS booting and using the SAN for additional storage.
Costs are about the same either way. A pair of 36 GB SCSI and a RAID 1 card will not cost much more
than an iSCSI HBA with onboard BIOS and troubleshooting why your server will not boot is, in theory, a
simpler, more straight forward process and directly supported by one vendor.

With DAS booting, you again need to be concerned with drive failures, RAID array failures, firmware
updates, compatibilities, and additional system monitoring (some of the advantages of using the SAN in
the first place). But if you DAS boot, you can use low cost, TCP/IP Offload engine (TOE) offloading gig-
e cards from vendors such as Intel for your SAN connectivity.
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Tuning your environment is very important. One song that | constantly sing to my staff is to “ALWAYS
update the BIOS, firmware, drivers, and patches to the latest and greatest version”. By doing so, you
may circumvent a problem before you even get to it. Test your design in the lab before you put it into
production. You can design the best system on paper, but due to issues that you might not be aware
of, your design may not deliver optimal performance.

As described above, | created one large array RAID 6 array. | found this the easiest and a more flexible
arrangement; but it does not deliver the most 10 performance. If you are looking to squeeze every
ounce of speed out of your SAN environment, you will want to create multiple RAID arrays and deliver
each array to a separate server. This way the IO of one server and the spindles it uses will not affect
the others but if you are planning to do this, you will need to plan carefully how you plan on using your
SAN. If you need to reconfigure your SAN at a later time, you may need to delete one or more arrays
and start again.

If at all possible, you should build a separate iSCSI network for your SAN environment. Yes, you can
connect your SAN to the existing gig-e network and mount its drives from another building but you may
pay a performance penalty by doing so plus you are competing with normal network traffic. As
applications begin using more and more of a gigabyte connection or others begin using the bandwidth
for video streaming, MP3 downloading, or whatever, if you elect to put your SAN on a normal
communications network, be prepared for the day when you will need to move it. One case in which
you may wish to put one leg of your SAN on a corporate network is when you are conducting SAN to SAN
replication. With the Celeros XL series SAN, you can limit the amount of bandwidth you allocate for
replication. We have limited the amount of bandwidth to 30GBs. We did some research and
discovered that most of the time, our existing network has this much free bandwidth between our
primary and disaster recovery site. As a result, | was able to use this extra capacity without causing
anyone; including myself, any headaches.

In conclusion, the Celeros XL series SAN is an excellent value for the money and offers high end
features with a reasonable price tag. Combine it with VMWare ESX, GSX, or virtual server, and you
have the major tools you need to build a state-of-the-art server environment without breaking your
budget.

Stephen Rieks is an Associate Director of Systems, Services, and Application Development for the
Business, Finance and Administrative Services of Syracuse University. He is an adjunct professor at the
School of Information Studies at Syracuse University where he teaches courses on network operating
systems administration and configuration. He also owns his own consulting firm. Stephen can be
reached via email at sjrieks@syr.edu.
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